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Preface [1

This document describes the configuration and usage of all tasks of the IBM
Enterprise Content Management System Monitor. The target audience for this
guide are the users of the ESM.
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About this document

Preface

About this document

This document is written as plain text document and provided as html / pdf. The newest ESM related
documents can be found in the help section of the console.

Who should read this guide?

The target audience for this guide are those who install or maintain ESM environments.

Every effort has been made to provide you with complete installation instructions. If information becomes
available after the creation of the installation media from which you accessed this guide, we will provide an
updated version of the guide on the IBM Customer Service and Support web site (https://www.ibm.com/
support). As a general rule, you should refer to the IBM web site to obtain the current version of this guide.

This guide provides instructions for installing and/or upgrading IBM Enterprise Content Management
System Monitor, and identifies the IBM/FileNet and 3rd Party products that are certified for the current
release. Be aware that each release of IBM Enterprise Content Management System Monitor may have
multiple Interim Fixes, or Fix Packs available for installation, each with potentially different dependencies
and installation requirements. Therefore, before you attempt to install or upgrade IBM Enterprise Content
Management System Monitor, review the list of releases and their associated dependencies on the IBM

Support web site (https://www.ibm.com/support).

Before you start

Users of the guide should have knowledge about Unix and/or Microsoft Windows® operating system, web
servers, database systems and middleware platforms. The configuration of managed systems (clients)
requires advanced knowledge of all IBM ECM systems that should be monitored.

You should read the Upgrade Notes section below!

If you lack the requisite skill sets it is strongly recommended to have IBM Lab Services or a certified
ValueNet Partner in order to install this product.

TIP For tips and tricks regarding the configuration and maintenance of IBM Enterprise Content
Management System Monitor please check the CENIT Field Guides at |IBM ESM Field
Guides.

The updated documentation can be downloaded from the IBM download pages.

© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
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Feedback on documentation

Feedback on documentation

Send your comments by e-mail to comments@us.ibm.com. Be sure to include the name of the product,
the version number of the product, and the name and part number of the book (if applicable). If you are
commenting on specific text, include the location of the text (for example, a chapter and section title, a
table number, a page number, or a help topic title)
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Create a new Task

Working with tasks

This guide describes how to work with tasks. From the main window select "Configuration" and choose the
"Task Configuration" icon from the sidebar. In the upper part of the sidebar actions, such as "Create a new
Task", "Duplicate the selected Task," "Modify the selected Task" and "Remove the selected Task", can be
triggered. As default the listed task types are available:

IBM ESM e XN £ O

.0.2.0-002-3NAPSHOT

* FileExportincident

Monitoring Configuration MG THTE L Help

>
@ cevistart
i_:_i * CebiStop @

* CleanupDebug @
Y * ConfigureDebugSettings ®
"? * CopyFile @
| e ®

Uy ®
E/ ¥ Example ®
M &3]

Image of Configuration Task Port List, role="related thumb right"

Create a new Task

Select "Create a new Task" from the upper part of the sidebar or click on same icon next to the task. On
the right side of the console the editor for the configuration will open. The editor is devided in two parts left
(red) and right (green). The left part is needed for the configuration of the task. The right part defines the
agent on which the task should be triggered and the schedule.

© %X v

# Task Configuration & Agent
Task Configuration Agent
*Marne|| [Run on Server]
setve L] # Schedule
Task|CehiStart Schedule
@ 'neval() Cron
start

End
Interval 0[] [Minute(s)

Image of Configuration Task Editor
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Task configuration

Specify a "Name" you want to give for the task once it gets stored.

Define if the task scheduling should be set active.

Select from the available task types the task you want to configure. Depending on your selection
additional parameters might be shown. If you originally clicked on the add icon next to a task type, this
task type is already pre selected.

£ Task Configuration

*Name||

active D

Task:|CehiStart

Image of Configuration Task Configuration

Agent

Specify the agent on which the task should be executed. Therefore select one of the available agents from
the drop down. [Run on Server] means the task will be executed on the ESM Server.

& Agent

|[Run on Server]

Image of Configuration Task Agent Configuration

Schedule

You have the possibility to either schedule the execution as an "Interval” or a "Cron" job.

Interval

Optional select a "Start" and "End" date and time. You can do this from the drop down. In "Every"
specify your execution period. You can choose between "Second(s)", "Minute(s)", "Hour(s)",

© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
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"Day(s)" "Week(s)", "Month(s)" and "Year(s)".

B Schedule

When and how often should the probe collect zamples from the target subsystem?

. Interval O Cron

Start:
End:

Interval:

10

Second(s) -

Second(s)

Minuteis)
Hour(s)
Davis)
Wieekls)
Monthis)
earns

Image of Configuration Task Interval Schedule Configuration

Cron

This scheduler option works like a normal cron scheduler. ESM uses "Quartz" for cron. By default
"Minutes", "Hours", "Days of Months" and "Months" are filled with ™" and "Days of Week" is filled

with "?".
"*" is equal to all
"?" is equal to any

Because of this circumstances "Days of Month" and "Days of Week" can be defined.

© Copyright CENIT AG 2024, 2024
© Copyright IBM Corp. 2024, 2024
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B Schedule

Wihen and how often shiould the prohbe collect samples fram the target subsystem?

O Interval

Mmute{s} *
Hourish: [+
Drawis) of month: [+
Cravis) ofweelk: (7

Monthisi:

#+

Image of Configuration Task Cron Schedule Configuration

Once you click into one of the fields, a wizard opens that let you choose from the possibilities. Your
selection will automatically reflect in correct syntax in the field.

The following screenshot shows the wizard for

Minutes:

B Schedule

When and how often should the probe collect samples from the target subsystem?

O Intewal. Cron

Minutels): |11 |

Hour(s): Please select iterms from below: You may also select a range of iterms.

Crayis) of month:

vae oveee [ KN R R R H e

maonthis):

- o

= =

=
h - o iy
o= L% [RE ] P
N - a P -
h - oa P -

r

- o

[=r] [=r]
2] - - P -

o [

[==] [==]

=]

Image of Configuration Task Cron Minutes Schedule Configuration
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Hours:

B Schedule

YWhen and how often should the probe collect samples from the target subsystem?

O Interval . Cron

Minutels): [+
Houris): |*| |
Crayis) of month;

Flease select items from helow. You may also select a range of items.
Drayis) ofweek:

monthisy: n n H H H

—
P
—
[X] =
= =
—
P
P
) -
[=1] =]

Image of Configuration Task Cron Hours Schedule Configuration

Days of Month:

B Schedule

When and how often should the probe collect samples from the target subsystem?

O Intewal. Cron

Minute(s): |+

Hour{sy: |+

Dayis) of manth: |* |

Dray(s) of week:
Manthis):

Flease select iterns from helow. You may also select a range of iterms.

TR
K K21 K KO K K K D D LR
LT

Image of Configuration Task Cron Days of Month Schedule Configuration

© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
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Create a new Task
Days of Week:
B Schedule
Wihen and how often shiould the prokbe collect samples fram the target subsystem?
O Interval . Zron
Minuteds): [+
Hour{sh: [+
Dvay(s) of month: [+
Davy(s) of week: |?
Manthis). Please select itermns from below: ¥ou may also select a range of iterms.
Sunday | Monday  Tuesday| Wednesday
Thursday | Friday | Saturday
Image of Configuration Task Cron Days of Week Schedule Configuration
Months:
© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
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B Schedule

YWhen and how often should the probe collect samples from the target subsystem®

O Inter-.ral. Cron

Minute(s): |*
Hour(s): [+

Drayis) of maonth: |*
Crayis) ofweek: |7

Month(s): |* |

Flease select iterms from helow: You may also select a range of items.

February

June

Juby

Octoher December

Image of Configuration Task Cron Months Schedule Configuration

After you have finished the configuration, you can save the task by clicking on the v icon at the top of the
wizard.

© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
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Task types and their parameters

ApacheAccessLogAnalyzer

Description of the Task

This task analyzes the Apache Access log file. For the analyzation client IPs and Http codes can be
specified. The count of connections for the given IPs and Hitp codes combinations are returned. The task
will run a maximum of 5 minutes and will analyze as much entriese as possible of the log, starting from the
beginning of the lodfile. If the max 5 minutes are reached, the task status will be returned as canceled. As
output the task will return the amount of combinations from IPs and HTTP Codes and the amount of lines
that have been analyzed.

Parameters

Client IPs

A regexp to define IPs to be searched for in the Apache Access log file can be given here. If no
regexp is set, all IPs in the log are considered by the probe.

More than one regexp for several "ranges" of IPs separated by commas can be specified.

Example 1. Regexp for Client IPs

192\.168\.112\.[123],127\.0\.0\.1,10\.0\.[56]1\.123

Http Codes

A pattern to define the HTTP return states to be looked for per matching IP can be given. The
pattern can look like 1xx, 2xx, or you can also use regex, €.g. 1.. or 2.*,3.*, The string will be
split at the comma before the resulting regex(es) are analyzed.

The default setting is 1xx, 2xx, 3xx and covers all "good" HTTP codes.
If no pattern is set, all HTTP status codes are considered by the probe.

Log Format

Specify the logfile format here. This describes the information on how the log is created and usually
can be found somewhere in the logger defintion.

The http status code part is usually specifed with %s and %>s. If both are used for the log, the probe will
use %>s for the analyzation.

The IP address is usually given with %a and %{X-Forwarded-For} for the client name/ip. If both are used,
%{Forwarded-For} is used by the probe. A modifier like "i" for %{X-Forwarded-For} is fine, but has no
relevance for the probe.

© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
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Example 2. Logfile Format

$h $1 %u $t "%r" %>s %b "%${Referer}i" "${X-Forwarded-For}i" "${User-Agent}i" **$T/%D**

Subsystem
Select the Logfile Subsystem in which the Apache access log is specified.

AutodiscoverCpeSettings

Description of the Task

This task logic can be used to automatically discover CPE settings in an OpenShift cluster. The detected
settings include the CPE itself, the GCD and Objectstores with their databases. The detected settings will
be saved as subsystems directly in the ESM database. It is checked if a subsystem for a cloud system
with its UUID already exists. In that case the subsystem overwrites the already existing one.

NOTE This task was tested with the IBM CloudPak 21.0.3.

NOTE If the CPE is using a secure (HTTPS-based) connection, you must import the certificate
of the CPE into the cacerts file of the agent JRE.
Make sure to provide the necessary P8 API Jars on the agent as described in Chapter 3
"Background information for agents before setting up probes" in the Probes and
Situations Guide.

Parameters

NOTE If the agent’s account has a working kube configuration, the data from that configuration
is automatically used by the probe. In that case it is not neccessary to enter the
parameters here again.

OpenShift Master Url
Enter the URL of the OpenShift cluster.

User
Enter the user for the connection to the OpenShift cluster.

© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
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Password
Enter the password for the connection to the OpenShift cluster.

Use External Cpe Url

Check this option to use the external CPE URL (Router URL) to connect to the CPE. Use this
option if you are running the task on an agent that is running outside of the OpenShift cluster.

If the option is left unchecked, the internal CPE URL (Service URL) is used to connect to the CPE.
Use this option if you are running the task on an agent that is deployed inside the OpenShift cluster.

Possible error conditions

P8 API bundle missing or incomplete

> One or more of the required P8 API jars is missing. Provide the required files as described in
Chapter 3 "Background information for agents before setting up probes" in the Probes and
Situations Guide

* Error connecting to OpenShift

o The connection to the OpenShift cluster cannot be established. See error field for details.

IBM CloudPak not installed, because there is no custom resource. Aborting CPE autodiscovery.
o There is no Custom Resource Definition with the label icp4aclusters.icp4a.ibm.com.

Required CRD item not present. Aborting CPE autodiscovery.

o The Custom Resource Definition does not contain the required item to find the CPE settings. In
most cases this is caused by a project in the cluster that does not host a CPE and can safely be
ignored.

« Ecm_configuration secrets not present. Aborting CPE autodiscovery.
o Secrets could not be read from the ecm_configuration entry.
» Problems with the connection to filenet. Objectstore information can not be read

o The connection to the CPE could not be established. In most cases, this is related to a missing
certificate for a secure (HTTPS-based) CPE connection.

AutodiscoverylcnSettings

Description of the Task

This task logic can be used to automatically discover ICN settings in an OpenShift cluster. The detected
settings will be saved as subsystems directly in the ESM database. It is checked if a subsystem for a
cloud system with it UUID already exists. In that case the subsystem overwrites the already existing one.

NOTE This task was tested with the IBM CloudPak 21.0.3.

© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
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NOTE If the ICN is using a secure (HTTPS-based) connection, you must import the certificate of
the ICN into the cacerts file of the agent JRE.

Parameters

NOTE If the agent’'s account has a working kube configuration, the data from that configuration
is automatically used by the probe. In that case it is not neccessary to enter the
parameters here again.

OpenShift Master Url
Enter the URL of the OpenShift cluster.

User
Enter the user for the connection to the OpenShift cluster.

Password
Enter the password for the connection to the OpenShift cluster.

Use External Icn Url

Check this option to use the external ICN URL (Router URL) to connect to the ICN. Use this option
if you are running the task on an agent that is running outside of the OpenShift cluster.

If the option is left unchecked, the internal ICN URL (Service URL) is used to connect to the ICN.
Use this option if you are running the task on an agent that is deployed inside the OpenShift cluster.

Project Name

If possible please specify the OpenShift project name in which the ICN container(s) can be found.
The search that the task performs is much faster in that case. Otherwise it can take up to several
minutes.

Possible error conditions

* Error connecting to OpenShift

> The connection to the OpenShift cluster cannot be established. See error field for details.

IBM CloudPak not installed, because there is no custom resource. Aborting ICN autodiscovery.
o There is no Custom Resource Definition with the label icp4aclusters.icpd4a.ibm.com.
» Required CRD item not present. Aborting ICN autodiscovery.

o The Custom Resource Definition does not contain the required item to find the ICN settings. In
most cases this is caused by a project in the cluster that does not host a ICN and can safely be
ignored.

» Ecm_configuration secrets not present. Aborting ICN autodiscovery.
> Secrets could not be read from the ecm_configuration entry.
» Problems with the connection to filenet. Objectstore information can not be read

© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
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o The connection to the ICN could not be established. In most cases, this is related to a missing
certificate for a secure (HTTPS-based) ICN connection.

BpmDeletePerformanceDataWarehouse

Description of the Task

This task logic can be used to delete old data from the "Performance Data Warehouse Database" of BPM.
The operation can only be performed, if the specified user in the BPM subsystem is a member of the
administrator group.

IMPORTANT This task must not be scheduled or triggered by an incident. It only has to be
executed manually as adhoc execution.

Parameters
Age

Age in days. All data older than the given value is deleted.

Subsystem
Select one of the already configured BPM subystems for which you want to execute the task.

BpmbDeleteProcessinstances

Description of the Task

This task logic can be used to delete all instances with predefined criteria (based on state and time) for all
process models that's available inside all or specific process application container.

Parameters

ProcessinstancesState

Choose from one of the following from the drop down: Did_Not START, Finished/Completed,
Running/Actived, Stopped/Failed, Suspended or Terminated.

© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
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ProcessApplicationAcronym

Before Now
Offset in (Parameter Time Units) when the state for the snapshot was set before it gets deleted. If 0
is specified all snapshots will be deleted that match the state.

Time Unit
Choose from one of the following from the drop down: Days, Hours or Minutes.

Ended

Choose from one of the following from the drop down: Before or After. Before or after, work with
'Before Now' and 'Time Unit' task attributes to spcificy the exact time for which either before or after
the given process instance must have ended so it will be deleted.

Subsystem
Select the BPM Subsystem for which the task should be exectued.

BpmProcessCenterDeleteSnapshots

Description of the Task

This task can be used to delete unnamed and archived snapshots for both containers (process app/toolkit)
on Process Center (Workflow center).

To enable deleting snapshots there should be at least one snapshot in the process app/tookit container.
The system prevents the deletion of the last archived and the last unnamed snapshot. In case of the
unnamed snapshots, it is possible the last two are undeletable.

Deleting snapshots is an asynchronous operation. In order to get the number of the deleted snapshots,
number of the existing snapshots with predefined criteria will be counted before and after the deletion with
waiting time 1.5 second before the second count request. So obviously, in case deletion operation need
more that 1.5 second this will lead to produce task result message with incorrect number of deleted
snapshots. So to get actual number of remaining snapshots after deletion the
BpmContainerSnapshotCount probe can be used.

NOTE The last named snapshot for the application or toolkit will not be deleted

IMPORTANT The task has the same requirements as the command "BPMSnapshotCleanup".
Check the IBM Knowledge Center for all prerequisites.

Parameters
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BpmProcessServerDeleteSnapshots

Container Type
Choose between ProcessApp and Toolkit from the drop down.

Container Acronym

Short/acronym of container that should be used for the search. E.g. App01 for ProcessApp or TKO1
for Toolkit

NOTE One of either Branch Name, Versions or Keep Snapshots must be set otherwise an error
will be returned.

Branch Name
Optional - Default is Main.

Versions
Optional - Specify the versions acronym here. If this is specified kept-number, created-
before,created-after and created_before version parameters will be ignored. A comma separated
list can be used to delete archived snapshots on process center.

Keep Snapshots
Optional - Check to keep snapshots.

Kept Number
Identifies the number of unnamed snapshots to keep when a snapshot cleanup is run. The tip
snapshot is not counted in kept number. If kept_number is greater than or equal to the total
number of unnamed snapshots, no snapshots are deleted. If kept number equals 0, all the
unnamed snapshots will be deleted except the last one or two snapshots. If this specified -—
created-before and created-after parameters will be ignored.

Before Now
Offset in (Parameter Time Units) when the state for the snapshot was set before it gets deleted. If 0
is specified all snapshots will be delted that match the state.

Time Unit

Choose from one of the following from the drop down: Days, Hours or Minutes.

Created

Choose from one of the following from the drop down: Before or After. Before or after, work with
'‘Before Now' and 'Time Unit' task attributes to spcificy the exact time for which either before or after
the given un-named snapshots (or archived snapshots) will be deleted.

Created Before Version
Optional Specify the version acronym to delete snapshots before specified snapshot.

Subsystem
Select the BPM Subsystem for which the task should be exectued.

BpmProcessServerDeleteSnapshots
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CebiStart

Description of the Task

This task logic will delete the installed snapshots on the Process Server, it can delete snapshots of
process applications or toolkit depending on the container acronym name.

NOTE The last named snapshot for the application or toolkit will not be deleted

IMPORTANT The task has the same requirements as the command "BPMDeleteSnapshot".
Check the IBM Knowledge Center for all prerequisites.

Parameters

Container Acronym

Short/acronym of container that should be used for the search. E.g. App01 for ProcessApp or TKO1
for Toolkit

Versions

Optional - Specify the versions acronym here. A comma separated list can be used to delete
archived snapshots on process server.

Subsystem
Select the BPM Subsystem for which the task should be executed.

CebiStart

Description of the Task

This task starts the selected CE Bulk Import Tool.

Parameters

Subsystem
Select the Subsystem for which the task should be executed.
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CebiStop

CebiStop

Description of the Task

This task stops a CE Bulk Import Tool.

For details see https://www.ibm.com/docs/en/filenet-

Parameters

Subsystem
Select the Subsystem for which the task should be executed.

CollectListenerPaths

Description of the Task

This task collects the Listener paths that have been cached on the agents into a downloadable ZIP file.

NOTE At least one active probe per Listener subsystem is required on an agent to start caching
paths locally.

The task must be started on the server. It requests the locally cached Listener paths from all connected
agents. If an agent does not have active Listener probes, it will be ignored.

The result is stored in a ZIP file on the server. It can be downloaded by adding
/downloads/listenerpaths.<timestamp>.zip to the default URL of the ESM server.

Example 3. Example for download URL

http://YourESMServer/downloads/listenerpaths.1644583591775.zip

The name of the output file is shown in the task result. The file will be available for download for 24 hours.
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NOTE When navigating to the link, a log-in prompt will open. You need to log in with a user that
has the admin or operator role to download the file even if you are already logged in to
the ESM console.

The task output also lists the following information:

* any agent where the request for Listener paths timed out; for these agents, partial results may be
available in the ZIP file

» the number of paths per agent for all agents that returned data

» the number of agents that did not return any data (e.g. because no Listener probe is configured or
because the monitored application(s) did not send any data yet)

Parameters

None.

Possible error conditions

« Error creating zip file

o The ZIP file could not be created or an entry could not be written. The error message contains
the full stack trace with further information.

« Task cancelled due to timeout

> The execution of the task took too long. In this case, all results that have already been received
from the agents will be available in the ZIP file.

CopyFile

Description of the Task

This task can be used to either copy a file from the server to an agent or vice versa. Specify the agent as
the Agent in the where the task shall be executed.

Parameters

Source
Specify AGENT to copy a file from an agent to the server, specify SERVER to copy a file from the
server to an agent.

From File
Specify the file that should be copied with full qualified path.

© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
© Copyright IBM Corp. 2024, 2024 (SC27-9244-07)



Task types and their parameters | 21
DBEXxportincident

Into File
Specify the file full qualified where it should put on the destination.

DBExportincident

IMPORTANT The task does not prevent the execution of other valid SQL-statements than
insert-statements. The SQL-statement is executed with the user defined in the
associated database subsystem.

Description of the Task

This task is used for forwarding incident information to an external DB. The task should not be set to
active and as Agent "[Run on Server]" should be selected. This means the task runs on the ESM server.
The task can be triggered if a certain incident for a probe exists. See probe and situation guide. The
forwarded information can be used for indepth reporting with specified reporting tools like IBM Cognos
software.

Parameters

Template

Default: INSERT INTO <tablename> (timestamp, severity, value, message, error)
VALUES('$Timestamp', '$Severity’, '$Value', '$Message','$Error')

<tablname> must be replace with a valid tablename. For each field a column in table must exist.
Other than that you can set your own structure using record internal fields. Record internal fields
are used with the following notation: $EntityType.FieldinCamelCase. They can be seen when
double clicking on an incident. The field must be defined in CamelCase, meaning each word starts
with a capital letter. E.g. SituationCfgld. Some of the fields e.g. Incident.ld might not be available at
task execution since the entry is created when added to the DB.

The following EntityTypes are available:

* Incident (default - used if nothing but FieldinCamelCase is specified)
« Situation

* Sample

* ProbeConfig

* Agent

» Subsystem
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DBEXxportincident

NOTE If needed, the following fields should be stored as the following types in the DB:
+ All TimeStamp — String UTC format
+ Sample.ID — Long
* All Value — Double
« All other fields — String

Example 4. Example Template for INSERT string DB2

INSERT INTO ESMIncident (timestamp, probe, agent, sampleclass, sitname, severity, value,
message, error, agentid) VALUES('$Incident.Timestamp', '$ProbeConfig.Name', 'SAgent.Label',
'SSample.Classification’', '$Situation.Name', 'SSeverity', SValue, '$Incident.Message',
'SError', 'S$Agent.Id')

Example 5. Example Template for INSERT string Oracle

INSERT INTO ESMIncident (id, timestamp, probe, agent, sampleclass, sitname, severity, value,
message, error, agentid) VALUES (incidentNew2 seqg.nextval, '$SIncident.Timestamp',
'SProbeConfig.Name', 'SAgent.Label’, '$Sample.Classification’', '$SSituation.Name',
'SSeverity', $Value, 'S$Incident.Message', 'S$Error', 'SAgent.Id')

Example 6. Example Template for INSERT string MSSQL

INSERT INTO ESMIncident (timestamp, probe, agent, sampleclass, sitname, severity, value,
message, error, agentid) VALUES ('SIncident.Timestamp', '$ProbeConfig.Name', 'S$Agent.Label',
'SSample.Classification', '$Situation.Name', '$Severity', S$Value, 'SIncident.Message',
'SError', 'S$Agent.Id')

Regular Expression within Export Tasks

The task output template can handle regular expression. This can be used to extract information so it can
be forwarded in various DB columns. E.g. a sample from a "Listener Probe" contains information about the
object in the message.

Description of the usage of regular expression within the template

The regular expression has to start and end with a /. The expression follows the standards of regular
expressions. After the expression a comma is needed. The number after the comma is the Index of the
findings. E.g. 1 is the first finding, 2 the second one etc. If you want to use a reverse lookup, -1 is the last
finding, -2 the second last etc. The whole string is set between { and }.
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Debug

Example 7. Example for Input, Template and Outcome

Original Message: /USER/BASEOS/Database/select/total count+ Template Excerpt: LastPart:
SMessage{//,-1} + Outcome: LastPart: total count

If the regular expression does not deliver a result or the index is not valid, "N/A" will be set.

IMPORTANT The DB and Table must be setup manually.

Matching Create statements for DB Table for the templates above:

Example 8. Example for CREATE string DB2

create table ESMIncident ( id integer not null GENERATED ALWAYS AS IDENTITY (START WITH 1
INCREMENT BY 1), TIMESTAMP varchar (128), robe VARCHAR(128), a ent VARCHAR (128), sampleclass
VARCHAR (128), sitname VARCHAR (128) , EVERITY VARCHAR (1 ) o VALUE double, MESSAGE
VARCHAR (1064), ERROR VARCHAR(1064), AGENTID VARCHAR(1064), PRIMARY KEY (id) );

Example 9. Example for CREATE string Oracle

create table ESMIncident ( number (10) NOT NULL, TIMESTAMP VARCHAR2 (128), robe
VARCHAR2 (128), agent VARCHAR2(128), sa%fleclass VARCHAR?2 (128), sitname VARCHAR2 (128),
SEVERITY VARCHAR2(128) VALUE NUMBER (10 ) MESSAGE VARCHAR2 (1064), ERROR VARCHAR2 (1064),
AGENTID VARCHAR2 (128), CONSTRAINT id pk PRIMARY KEY (id) ); CREATE SEQUENCE incidentNew2 seq
START WITH 1 incremenf by 1 nomaxvalue; -
Example 10. Example for CREATE string MSSQL
create table ESMIncident ( id smallint IDENTITY(1,1)PRIMARY KEY CLUSTERED, TIMESTAMP
VARCHAR (128), robe VARCHAR (1 8), agent VARCHAR (128), sampleclass VARCHAR(128), sitname
VARCHAR (128), EVERITY VARCHAR(128), "VALUE DECIMAL (18, 2), MESSAGE VARCHAR(1064), ERROR
VARCHAR (1064), AGENTID VARCHAR(128), )
Subsystem

Create the corresponding DB Subsystem and select it here.

Debug
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Description of the Task

This task collects all available files needed for debugging. This includes lodfiles, debugs of probes (if
existing) etc. Furthermore the task can send the files via smtp to any recipient if an smtp server has been
configured. Otherwise the collected files can be download via a URL to the local desktop. The task output
will show the name of the created file e.g. /debuginfo.zip. If you want to download it, just add that name
including the / to the default URL of your ESM Server.

Example 11. Example for download URL of the debug

http://YourESMServer:8181/debuginfo.zip

Parameters

Mail Server Name
Select the mail server that should be used for sending the mails from the dropdown.

Recipients
Specify one or more recipients. The list should be comma (,) separated with no blanks.

Addhoc Execution

If the task is executed ad hoc and no reciepients and or mail server is specified, you will get an result that
looks like this:

Example 12. Result of Debug Task

ESM Debug information 2018-12-07T06:06:41.3337Z

Build info .0-004-SNAPSHOT [3522]2018-12-06, Client Id: Server, Agent Id: 9aalb039-
3489 3d7l b4a6 60af4204f2a9, Version: 5.5.0.0-004- SNAPSHOT, Hostname: buildsrv03-sm01l IP:

8.236, Path: /home/jenklns/workspace/Phoenlx testlnstallatlon, DB Size: 48. 94140625MB
Tlme "UTC: 2018-12-07T06:06:41.3557%,

Incidents: 14741

Agent Info:

Build info: 5.5.0.0-004-SNAPSHOT|3522[2018-12-06, Client Id: Agent, Agent Id: 7446050b-848d-
339f-a984- 7073ff94cfd6 Version: 5.5.0.0-004-SNAPSHOT, Hostname: buildsrv03-sm01, IREE

10.0.8.236, Path: /home/j enklns/workspace/Phoenlx agent testinstallation, DB Size:
0.2109375MB, Time UTC: 2018-12-07T06:06:40.976%,

U‘I

Created /debuginfo.zip

Copy the created filenames and add it to your ESM base URL to download the file to your local desktop.
E.g.: http://YourESMServer:8181/debuginfo.zip

If you have specified a mail server and recipient(s) the files are sent automatically.
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FileExportincident

Description of the Task

This task is used for exporting incident information in a logfile. The task should not be set to active and as
Agent "[Runs on Server]" should be selected. This means the task runs on the ESM server. The task can
be triggered if a certain incident for a probe exists. See probe and situation guide.

The file is stored on the ESM Server in <Installation-Root>/karaf/data/logs/incidents.log

Parameters

Template

Default: $Timestamp: $Severity: $Value | $Message | $Error

Other than that you can set your own structure using record internal fields. Record internal fields
are used with the following notation: $EntityType.FieldinCamelCase. They can be seen when
double clicking on an incident. The field must be defined in CamelCase, meaning each word starts
with a capital letter. E.g. SituationCfgld. Some of the fields e.g. Incident.ID might not be available at
task execution since the entry is created when added to the DB.+ The following EntityTypes are
available:

* Incident (default - used if nothing but FieldinCamelCase is specified)
« Situation

* Sample

* ProbeConfig

* Agent

* Subsystem

Example 13. Template

Probe: S$ProbeConfig.Name || Severity: $Incident.Severity || Value: S$Incident.Value ||
Message: $Incident.Message || Host: $Agent.Hostname || ..

Regular Expression within Export Tasks

The task output template can handle regular expression. This can be used to extract information so it can
be forwarded in various DB columns. E.g. a sample from a "Listener Probe" contains information about the
object in the message.
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Description of the usage of regular expression within the template

The regular expression has to start and end with a /. The expression follows the standards of regular
expressions. After the expression a comma is needed. The number after the comma is the Index of the
findings. E.g. 1 is the first finding, 2 the second one etc. If you want to use a reverse lookup, -1 is the last
finding, -2 the second last etc. The whole string is set between { and }.

Example 14. Example for Input, Template and Outcome

Original Message: /USER/BASEOS/Database/select/total count+ Template Excerpt: LastPart:
SMessage{//,-1} + Outcome: LastPart: total count

If the regular expression does not deliver a result or the index is not valid, "N/A" will be set.

InstanaExportincident

Description of the Task

This task is used for sending incident information to Instana. The task should not be set to active and as
Agent "the Agent where the Incident is created" should be selected. The task can be triggered if a certain
incident for a probe exists. See probe and situation guide.

Parameters

Endpoint URL

Insert the Instana URL here. The default is: http://localhost:42699/com.instana.plugin.generic.event
Replace the URL with your Webhook URL and also change the port if required. Localhost is used
as the Agent (Server System) where the task is exexuted on should be the endpoint agent (Server
System) of Instana, so Instana can create the environment relationship.

Tls Version
Required. Select the TLS version to use for the connection.
TLS v1.2 and 1.3
The connection will negotiate the TLS version with the server.
TLS v1.2
Enforce TLS v1.2. Connections to a server that supports TLS v1.3 only will fail.

TLS v1.3
Enforce TLS v1.3. Connections to a server that supports TLS v1.2 only will fail.
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NOTE The task automatically handles severity mapping between ESM and Instana. Also
relevant information is forwarded automatically.

MailExportincident

Description of the Task

This task is used for sending incident information via mail. The task should not be set to active and as
Agent "[Run on Server]" should be selected. This means the task runs on the ESM server. The task can
be triggered if a certain incident for a probe exists. See probe and situation guide.

Parameters

Template

Default: $Timestamp: $Severity: $Value | $Message | $Error

Other than that you can set your own structure using record internal fields. Record internal fields
are used with the following notation: $EntityType.FieldinCamelCase. They can be seen when
double clicking on an incident. The field must be defined in CamelCase, meaning each word starts
with a capital letter. E.g. SituationCfgld. Some of the fields e.g. Incident.ID might not be available at
task execution since the entry is created when added to the DB.

The following EntityTypes are available:

* Incident (default - used if nothing but FieldinCamelCase is specified)
« Situation

* Sample

* ProbeConfig

* Agent

* Subsystem

Example 15. Template

Probe: S$ProbeConfig.Name || Severity: $Incident.Severity || Value: S$Incident.Value ||
Message: $Incident.Message || Host: $Agent.Hostname || ..

Regular Expression within Export Tasks

The task output template can handle regular expression. This can be used to extract information so it can
be forwarded in various DB columns. E.g. a sample from a "Listener Probe" contains information about the
object in the message.
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Description of the usage of regular expression within the template

The regular expression has to start and end with a /. The expression follows the standards of regular
expressions. After the expression a comma is needed. The number after the comma is the Index of the
findings. E.g. 1 is the first finding, 2 the second one etc. If you want to use a reverse lookup, -1 is the last
finding, -2 the second last etc. The whole string is set between { and }.

Example 16. Example for Input, Template and Outcome

Original Message: /USER/BASEOS/Database/select/total count+ Template Excerpt: LastPart:
SMessage{//,-1} + Outcome: LastPart: total count

If the regular expression does not deliver a result or the index is not valid, "N/A" will be set.

Mail Server Name
Select the mail server that should be used for sending the mails from the dropdown.

NOTE The mail server has to be configured in the administration dashboard before it can be
used.

Recipients
Specify one or more recipients. The list should be comma (,) separated with no blanks.

Example 17. EMail List

our email@your company.com,your colleaque@your companvy.com,your unit mailbox@vyour companv.c
om, ...

Integration of WatsonAlOps

WatsonAlOps can be configured for incoming integrations from a wide range of cloud sources. For
detailed information, please read the 'Configuring incoming integrations' section in the 'Configuring event
management' chapter of the WatsonAlOps documentation. Follow the instructions to allow incoming
integrations.

The integration via email uses Netcool Operations Insight to forward incidents into WatsonAlOps.

For that, please follow the instructions below 'Creating custom event sources with email' in the 'Other
incoming integrations' section in the 'Configuring incoming integrations' chapter.

Then configure this task to forward the data you want to forward into WatsonAlOps.
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MonitoringConfigTemplate

Description of the Task

This task is used for deploying monitoring templates (Situation and Probe definitions).

IMPORTANT All situations are inactive after executing the task. Some of the situations need
addtitional adjustments.

NOTE Run the Task on the Server - Select "Run on Server" from Agent

Parameters

Agent Name

Select the agent from the drop down on which the templates should be deployed. Chose the
matching agent for the subsystems.

Subsystem

Select the subsystem for which the templates should be deployed. Currently the following
subsystems types are available:

» ContentPlatformEngine

» ContentNavigator

* Host

OnDemand
LibraryServer (CM8)
ResourceManager (CM8)

Overwrite
Enable to overwrite already existing situations on each run.

Current Probe Templates

The following situations and probe configuration will be created:

Table 1. ContentPlatformEngine
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Probe Situation Name Parameter Period Evaluation for
Value
CEEngineStatus SProbe @ 2 min value == 0
$Subsystem CRTICAL
value == 1
HARMLESS
CEHealthPageStat | $Probe @ Check 2 min value == 0
us $Subsystem /P8CE/Health CRTICAL
which must be value == 1
checked - HARMLESS
Default all
CEWebServicesSta SProbe @ 2 min value == 0
tus S$SSubsystem CRTICAL
value == 1
HARMLESS
ContentSearchSer SProbe @ OSName: Name of 3 min value >= 10
vicesIndexingErr [$OSName S CRITICAL
ors value >= 5
WARNING
value >= 0
HARMLESS
ContentSearchSer SProbe @ OSName: Name of 3 min value >= 0
vicesIndexReques |$OSName 0S HARMLESS
ts Calculation
Type: MAX
ObjectsNotStored | $Probe (@ OSName: Name of 5 min value >= 10
Finally $OSName 0S CRITICAL
Calculation value >= 5
Type: MAX WARNING
NumberOFProcessA value >= 0
ttempts: HARMLESS
ObjectstoreCusto | Amount of OSName: Name of 15 min value >= 0
mQuery Documents @ 0s HARMLESS
$OSName Custom CE URL:
Custom SQL:
select \[ID\]
from
\ [DOCUMENT\ ]
ObjectsLoadDocum | $Probe @ OSName: Name of 10 min value >= 10
entPerformance $OSName 0S CRITICAL
Document ID: value >= 5
please enter WARNING
valid document value >= 0
ID here HARMLESS
Load Type: Cache
ObjectStoreNewOb | $SProbe $Type @ [OSName: Name of 15 min value >= 0
jects SOSName 0s HARMLESS
Custom CE URL:
Object Type:
Document
Custom Type:
ObjectStorePerfo | $Probe @ OSName: Name of 3 min value >= 2000
rmance $OSName 0s CRITICAL
Storage Area value >= 1000
Name: WARNING
Object Types: value >= 0
Document HARMLESS
Measurement
Type: COMPLETE
Custom SQL
Query:
Custom CE URL:
PELockedQueueWor SProbe @ Connection 20 min value >= 10
kObjects $Connection Point: CRITICAL
Point Queue Name: value >= 5
Time Frame: 15 WARNING
value >= 0
HARMLESS
PEPingPageStatus | $Probe @ Custom CE URL: 2 min value == 0
S$SSubsystem CRTICAL
value == 1
HARMLESS
PEQueueCount SProbe @ Connection 3 min value >= 0
$Connection Point: HARMLESS
Point List of Queues
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Probe Situation Name Parameter Period Evaluation for
Value
PERosterCount $Probe @ Connection 4 min value >= 0
$Connection Point: HARMLESS
Point List of Rosters
SubscriptionRetr | $Probe @ OSName: Name of 10 min value >= 10
yErrors $OSName 0S CRITICAL
Calculation value >= 5
Type: MAX WARNING
value >= 0
HARMLESS
Table 2. ContentNavigator
Probe Situation Name Parameter Period Evaluation
ContentNavigator | $Probe @ 2 min value == 0
ActiveStatus $Subsystem CRTICAL
value == 1
HARMLESS
ContentNavigator | $Probe (@ 2 min value == 0
PingPageStatus S$Subsystem CRTICAL
value == 1
HARMLESS
SyncServerPingPa | $Probe @ 2 min value == 0
geStatus $Subsystem CRITICAL
value == 1
HARMLESS
Table 3. Host
Probe Situation Name Parameter Period Evaluation
CPU SProbe (@ Request Count: 5 |30 sec value >= 80
SSubsystem CRITICAL
value >= 50
WARNING
value >= 0
HARMLESS
Diskspace $Probe @ Unit: % 15 min value <= 5
$Subsystem View By: CRITICAL
Filesystem Name value <= 10
WARNING
value >= 10
HARMLESS
Memory SProbe (@ Unit: % 2 min value <= 5
SSubsystem Perspective: FATAL
Free value <= 20
CRITICAL
value <= 30
WARNING
value >= 30
HARMLESS

Table 4. ContentManagerV8.x
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Probe Situation Name Parameter Period Evaluation
ResourceManagerS | $Probe (@ Check Migrator: 3 min value >= 1
ervices $Subsystem Active CRTICAL
Check value == 0
Replicator: HARMLESS
Active
Check Purger:
Active
Check Stager:
Active
ResourceManagerV | $Probe (@ Volume Types: 10 min value == 0
olumeSpace S$SSubsystem HARMLESS
value >= 1
CRITICAL
ResourceManagerH | $Probe @ Resource 1 min value == 0
eartbeat $Subsystem Manager Names: HARMLESS
value >= 1
CRITICAL
ResourceManagerW | $Probe @ Resource Manager | 10 min value == 0
ebStatus $Subsystem Names: CRTICAL
Use Resource value == 1
Manager Name HARMLESS
Instead of
Library Server
Name:
Table 5. OnDemand
Probe Situation Name Parameter Period Evaluation
FullTextSearchSe | $Probe @ 3 min value == 0
rverStatus $Subsystem CRITICAL
value == 1
HAMLESS
OnDemandApiLogon | $Probe @ 5 min value >= 500
Perf $Subsystem CRITICAL
value >= 300
WARNING
value >= 0
HARMLESS
OnDemandDocument | $Probe @ Application 2 min value >= 500
RetrievalTime $Subsystem Groug: CRITICAL
Calulation Time: value >= 300
AVG WARNING
value >= 0
HARMLESS
OnDemandGroupAdd | $Probe @ Application 15 min value >= 0
Count $Subsystem Groug: HARMLESS
Calulation Time:
AVG
OnDemandGroupAdd | $Probe @ Application 15 min value >= 0
Size S$SSubsystem Grouﬁ: HARMLESS
Calulation Time:
SUM
OnDemandGroupQue | $Probe (@ Application 5 min value == 0
ryStatus $Subsystem Group: CRITICAL
Threshold: 100 value == 1
HARMLESS
OnDemandGroupQue | $Probe @ Application 2 min value >= 500
ryTime $Subsystem Groug: CRITICAL
Calulation Time: value >= 300
AVG WARNING
value >= 0
HARMLESS
OnDemandLogonSta | $Probe @ 5 min value == 0
us $SSubsystem CRITICAL
value == 1
HARMLESS
OnDemandPingStat | $Probe @ Servers: 2 min value == 0
us $Subsystem CRITICAL
value == 1
HARMLESS
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Probe Situation Name Parameter Period Evaluation
OnDemandPingTime | $Probe (@ Servers: 2 min value >= 1
$Subsystem Calculation CRITICAL
Type: MAX value >= 0
Status List: HARMLESS
Okay
OnDemandReportLo | $Probe @ Application 5 min value == 0
adedStatus S$SSubsystem Group: CRITICAL
Threshold: 100 value == 1
HARMLESS
OnDemandReportLo | $Probe @ Application 2 min value >= 500
adedTime $Subsystem Grouﬁ: CRITICAL
Calulation Time: value >= 300
AVG WARNING
value >= 0
HARMLESS
OnDemandResource | $Probe (@ Application 5 min value >= 500
Retrival $Subsystem Grouﬁ: CRITICAL
Calulation Time: value >= 300
AVG WARNING
value >= 0
HARMLESS
OnDemandServiceS SProbe (@ Check Scheduler 1 min value == 0
tatus S$SSubsystem Service: Active CRITICAL
Check Manual value == 1
Services: Active HARMLESS
Check Report
Distribution
Service: Active
OnDemandSyslogEr | $Probe @ Error Or All 10 min value == 0
rors $Subsystem Messages: ERROR HAMRLESS
Message Number: value >= 1
CRITICAL
OnDemandSystemLo | $Probe @ logonOnly: 10 min value == 10
g $Subsystem HARMLESS
value == 20
WARNING
value == 30
CRITICAL
value == 40
FATAL
Table 6. Database
Probe Situation Name Parameter Period Evaluation
DatabaseConnecti | $Probe @ 2 min value == 0
onStatus $Subsystem CRITICAL
value == 1
HARMLESS

OnDemand Start Library Server

Description

This task starts the processes and services for CM On Demand.

On Windows, the following services will be started:
* OnDemand LibSrvr
* OnDemand Load Data
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¢« OnDemand MVSD Server
¢ OnDemand Scheduler
* OnDemand Distribution Facility

On Linux / AlX, the given command is executed.

Parameters

Start Scheduler Service

Optional. Check this box if you want to start the OnDemand Scheduler Service in addition to other
CM On Demand services.

Start Distribution Facility Service

Optional. Check this box if you want to start the OnDemand Distribution Facility Service in addition
to other CM On Demand services.

Start Manual Services

Optional. Check this box if you want to start all CM On Demand-related services that are configured
for manual start.

Unix Start Command

Required for Linux / AIX agents.

If a relative path is given, it will be resolved using the bin subdirectory of the OnDemand
installation directory specified in the subsystem. The database library path will be added to the
LIBPATH automatically.

It is possible to use placeholders to reference fields from the selected OnDemand subsystem.
Placeholders are case-sensitive and must be prefixed with $. The following placeholders are
supported:

» archiveName

« installationPath
» odwekUser

» odwekPassword
« ftsPath

» serverName

» odwekPort

« sslKeyringFile

* sslKeyringStash

Subsystem
Select the Subsystem for which the task should be executed.

OnDemand Start Object Server
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Description

This task starts the processes and services for CM On Demand.

On Windows, the following services will be started:
* OnDemand ObjSrvr
* OnDemand Load Data
* OnDemand MVSD Server
* OnDemand Scheduler
* OnDemand Distribution Facility

On Linux / AlX, the given command is executed.

Parameters

Start Scheduler Service

Optional. Check this box if you want to start the OnDemand Scheduler Service in addition to other

CM On Demand services.

Start Distribution Facility Service

Optional. Check this box if you want to start the OnDemand Distribution Facility Service in addition

to other CM On Demand services.

Start Manual Services

Optional. Check this box if you want to start all CM On Demand-related services that are configured

for manual start.

Unix Start Command
Required for Linux / AIX agents.

If a relative path is given, it will be resolved using the bin subdirectory of the OnDemand
installation directory specified in the subsystem. The database library path will be added to the

LIBPATH automatically.

It is possible to use placeholders to reference fields from the selected OnDemand subsystem.
Placeholders are case-sensitive and must be prefixed with $. The following placeholders are

supported:
» archiveName
* installationPath
» odwekUser
» odwekPassword
« ftsPath
» serverName
» odwekPort
« sslKeyringFile
* sslKeyringStash
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Subsystem

Select the Subsystem for which the task should be executed.

OnDemand Stop Library Server

Description

This task stops the processes and services for CM On Demand.

On Windows, the following services will be stopped:
* OnDemand LibSrvr
* OnDemand Load Data
* OnDemand MVSD Server
* OnDemand Scheduler
* OnDemand Distribution Facility

On Linux / AlX, the given command is executed.

Parameters

Stop Scheduler Service

Optional. Check this box if you want to stop the OnDemand Scheduler Service in addition to other

CM On Demand services.

Stop Distribution Facility Service

Optional. Check this box if you want to stop the OnDemand Distribution Facility Service in addition

to other CM On Demand services.

Stop Manual Services

Optional. Check this box if you want to stop all CM On Demand-related services that are configured

for manual startup.

Unix Stop Command
Required for Linux / AIX agents.

If a relative path is given, it will be resolved using the bin subdirectory of the OnDemand
installation directory specified in the subsystem. The database library path will be added to the

LIBPATH automatically.

It is possible to use placeholders to reference fields from the selected OnDemand subsystem.
Placeholders are case-sensitive and must be prefixed with $. The following placeholders are

supported:
» archiveName
« installationPath
» odwekUser
» odwekPassword
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ftsPath

» serverName

» odwekPort

* sslKeyringFile

* sslKeyringStash

Subsystem
Select the Subsystem for which the task should be executed.

OnDemand Stop Object Server

Description

This task stops the processes and services for CM On Demand.
On Windows, the following services will be stopped:

* OnDemand ObjSrvr

* OnDemand Load Data

* OnDemand MVSD Server

* OnDemand Scheduler

* OnDemand Distribution Facility

On Linux / AlX, the given command is executed.

Parameters

Stop Scheduler Service

Optional. Check this box if you want to stop the OnDemand Scheduler Service in addition to other
CM On Demand services.

Stop Distribution Facility Service

Optional. Check this box if you want to stop the OnDemand Distribution Facility Service in addition
to other CM On Demand services.

Stop Manual Services

Optional. Check this box if you want to stop all CM On Demand-related services that are configured
for manual startup.

Unix Stop Command

Required for Linux / AIX agents.

If a relative path is given, it will be resolved using the pin subdirectory of the OnDemand
installation directory specified in the subsystem. The database library path will be added to the
LIBPATH automatically.

It is possible to use placeholders to reference fields from the selected OnDemand subsystem.
Placeholders are case-sensitive and must be prefixed with $. The following placeholders are
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supported:
» archiveName
« installationPath
» odwekUser
» odwekPassword
« ftsPath
» serverName
» odwekPort
* sslKeyringFile
* sslKeyringStash

Subsystem
Select the Subsystem for which the task should be executed.

ProcessExecution

Description of the Task:

This task can be used to execute any command or script on the selected agent.

IMPORTANT The task does no security checks and does not prohibit the execution of
potentially harmful commands. The task is executed with the permissions of the
account the server or agent process is running under.

Parameters and explanation:

Command

Specify the command or script that should be executed. Give full path. For Windows CMD based
scripts start the parameter with cmd /c.

Example 18. Examples for Windows Batch or CMD scripts

cmd /c D:\YourFolder\YourBatchFile.bat
or

cmd /c D:\YourFolder\YourCMDFile.cmd
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SnmpExportincident

Description of the Task

This task is used for exporting incident information in via SNMP protocol. The task should not be set to
active and as Agent "[Runs on Server]" should be selected. This means the task runs on the ESM server.
The task can be triggered if a certain incident for a probe exists. See probe and situation guide.

This task requires a SnmpTarget subsystem. See configuration guide chapter "SNMP Server
administration" for configuration details.

Parameters

TYPE
Select the type the should be used for forwarding. Possible selections are TRAP or INFORM.

Trap: An incident message is sent without request.
Inform: Same as a trap, but recipient confirms the arrival.

Enterprise Oid

Default 1.3.6.1.4.1.8235 - Do not change if the CENIT MIB files are used for receiving the traps.
Otherwise custom MIB files must be created. The corresponding MIB files are located on the ESM
server in the directory $SKARAF HOME/server/snmp.

Address
Specify the Address of the recipient. Hostname or IP address can be used. Default is localhost.

Authentication Protocol (only needed for SNMP Version 3)
Select the authentication protocol from the drop down.

Authentication Password (only needed for SNMP Version 3)
If needed, specify the password for authentication here.
Privacy Protocol (only needed for SNMP Version 3)
Select the privacy protocol from the drop down.
Privacy Password (only needed for SNMP Version 3)
If needed, specify the password for privacy here.

Subsystem
Select the Target Subsystem for SNMP from the drop down.

© Copyright CENIT AG 2024, 2024 IBM Enterprise Content Management System Monitor Tasks Guide
© Copyright IBM Corp. 2024, 2024 (SC27-9244-07)



Task types and their parameters | 40
StatusMail

StatusMail

Description of the Task

This task notifies the recipients via e-mail about internal (ESM specific) issues. The task should not be set
to active. For the Agent "[Run on Server]" should be selected. This means the task runs on the ESM
server. The reason that triggers the task can be set in the task configuration.

Parameters

Subject

Default: $reason
$reason will be replaced depending on the trigger reason. Any additional (plain) text can be used
as well

Example 19. Replacement of $reason

Subject for agent timed-out: "Agent <agent name> timed-out at <timestamp>". }
Subject for task failed: "Task <task name> of type <task type> returned with status
<status>".

Body
Specify any message body text in here. Plain text can be used.

Mail Server Name
Select the mail server that should be used for sending the mails from the dropdown.

NOTE The mail server has to be configured in the administration dashboard before it can be
used.

Recipients
Specify one or more recipients. The list should be comma (,) separated with no blanks.

Example 20. EMail List

your_email@your company.com,your colleaque@your company.com,your_unit mailbox@vour company.c
om, ...

Trigger Reason
Set the reason in here for which the task should be triggered. Possilbe selection are:
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* Any (Any of the below)

+ CANCELED_OR_FAILED_TASKS (tasks were canceled or failed)
* CANCELED_TASKS (tasks were canceled)

» FAILED_TASKS (tasks were failed during execution)

* TIMED_OUT_AGENTS (agents are recognized as timed out)

NOTE Currently no multi select is possible

WebHookEXxportincident

Description of the Task

This task is used for sending incident information to any webhooks e.g. like slack. The task should not be
set to active and as Agent "[Run on Server]" should be selected. This means the task runs on the ESM
server. The task can be triggered if a certain incident for a probe exists. See probe and situation guide.

Parameters

Template

Default: $Timestamp: $Severity: $Value | $Message | {"text" : "$Timestamp: $Severity: $Value |
$Message | $Error "}

Other than that you can set your own structure using record internal fields. Record internal fields
are used with the following notation: $EntityType.FieldInCamelCase. They can be seen when
double clicking on an incident. The field must be defined in CamelCase, meaning each word starts
with a capital letter. E.g. SituationCfgld. Some of the fields e.g. Incident.ID might not be available at
task execution since the entry is created when added to the DB.

The following EntityTypes are available:

* Incident (default - used if nothing but FieldinCamelCase is specified)
+ Situation

» Sample

* ProbeConfig

» Agent

* Subsystem

Regular Expression within Export Tasks

The task output template can handle regular expression. This can be used to extract information so it can
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be forwarded in various DB columns. E.g. a sample from a "Listener Probe" contains information about the
object in the message.

Description of the usage of regular expression within the template

The regular expression has to start and end with a /. The expression follows the standards of regular
expressions. After the expression a comma is needed. The number after the comma is the Index of the
findings. E.g. 1 is the first finding, 2 the second one etc. If you want to use a reverse lookup, -1 is the last
finding, -2 the second last etc. The whole string is set between { and }.

Example 21. Example for Input, Template and Outcome

Original Message: /USER/BASEOS/Database/select/total count+ Template Excerpt: LastPart:
SMessage{//,-1} + Outcome: LastPart: total count

If the regular expression does not deliver a result or the index is not valid, "N/A" will be set.

Webhook URL

Insert the Webhook URL here. The default is: https://hooks.slack.com/services/<T>/<B>/<X>
Replace the URL with your Webhook URL. An example for the Webhook creation for slack can be

found here: https://api.slack.com/incoming-webhooks
Authorization Header

Optional, empty out the information if not needed. Enter the Authorization Header if the connection
does need it, e.g. apiToken.

Tls Version
Required. Select the TLS version to use for the connection.

TLS v1.2and 1.3
The connection will negotiate the TLS version with the server.

TLS v1.2
Enforce TLS v1.2. Connections to a server that supports TLS v1.3 only will fail.

TLS v1.3
Enforce TLS v1.3. Connections to a server that supports TLS v1.2 only will fail.

Examples

ServiceNow

Integrating ESM in ServiceNow as an example using the WebHookExportincident Task.
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Requirements

* The Service Management tool must offer a REST API that allows JSON object to be posted. For
example ServiceNow offers this option as a Web Service API.

« The ESM Server must be able to access the URL to the REST API.

Step by Step setup

1. Find the description of the REST API and create the message template accordingly

Check for the description of the API on the vendor pages. E.g. this is the URL of the Web Service API

from ServiceNow: https://docs.servicenow.com/bundle/quebec-it-operations-management/page/
product/event-management/task/send-events-via-web-service.html

On the ServiceNow page you can find this example for the JSON object with one record at a time:

{ "records": [{
"source":"SCOM",
"event class":"SCOM 2007 on scom.server.com",
"resource":"C:",
"node" :"name.of.node.com",
"metric name":"Percentage Logical Disk Free Space",
"type":"Disk space",
"severity":"4",

"description":"The disk C: on computer V-W2K8-dfg.dfg.com is running out of
disk space. The value that exceeded the threshold is 41% free space.",

"additional info": {
'scom-severity':'Medium',
'metric-value':'41",

'os _type':'Windows.Server.2008"'
}
1]

The default template in the WebHookExportincident task looks like this:

STimestamp: $Severity: $Value | S$Message | \{"text" : "S$Timestamp: $Severity:
SValue | $Message | S$Error "} +

Incident internal fields are used with the following notation: $EntityType.FieldInCamelCase. They
can be seen when double clicking on an incident. The field must be defined in CamelCase, meaning
each word starts with a capital letter. E.g. situationCfgid. Some of the fields e.g. Incident.ID
might not be available at task execution since the entry is created when added to the DB.

The following EntityTypes are available:
o Incident (default - used if nothing but FieldinCamelCase is specified)
o Situation

o Sample
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> ProbeConfig
o Agent
o Subsystem

The information must be combined with the needed JSON object to the actual template. This is just
an example and may not fit in your environment. Some JSON object variables have been removed as
they are not needed:

{ "records": [{
"source":"S$Source",
"event class":"$Classification",
"node":"$Agent .HostName",
"metric name":"$Probe.Name",
"severity":"4",
"description":"$Message",
"additional info": {

“This alert pertains to XYZ System - $Timestamp | $Error”
}
1]

The template is completed, make sure to put it in a one line format after you have created it. We
recommend to do that in an editor like notepad++ or vim.

{"records": [{"source":"$Source", "event class":"$Classification",
"node":"$SAgent.HostName", "metric name":"SProbe.Name", "severity":"4",
"description":"$Message", "additional info":\{ “This alert pertains to XYZ
System - $Timestamp | S$Error” } } 1 }

The severity could not be replaced in this case by using the sseverity info from the incident, as the
information would be something like HARMLESS or CRITICAL. The object needs a number in this case.
So depending on how many different severities for objects are needed in the Service Management
Tool, you might end up using several ESM tasks (one for each severity).

2. Setup of the actual task

Once the template is created, the URL where the JSON object will be sent to, is needed. In case of
ServiceNow an example is given on the above specified web page again. As you can see there are
various URLs for single or multiple records that are provided in the JSON object. Because the task
will be triggered by one incident only, the JSON object will only contain one record. Therefore the
URL is specified with this default look like on the web page:

The actual task setup is done in the ESM console. Browse to the configuration and on the left to the
tasks. There you will find the WebHookExportincident task.
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& Configuration ) g Tasks

UULApUILITILIUGT L

* Debug

* Example

* FileExportincident

* MailExportincident

* MonitoringConfigTemplate
OnDemandStart
OnDemandStop

* ProcessExecution

E@EQ*E‘E'%\\

* SnmpExportincident
* StatusMail

EEEEEEEEE
»

» WebHookExportincident

@

Click on the + on the right of the WebHookExportincident task to open the task editor.

The editor looks like this:
x > v ©

£ Task Configuration

Select the type of the task and enter its configuration data.

*Name

active D

Task: WebHookExportIncident
Template: {"text" : "STimestamp: $Severity: $Value | SMes

Webhook URL: https://hooks.slack.com/services/<T=/<B>/<X>

& Agent

Select the location where the Task should run.
[Run on Server]

Schedule

If active when and how often should the Task be executed?

@ Interval(Q) Cron

Start:
End

Interval 10

Minute(s)

x > v ©

& Task Configuration

Select the type of the task and enter its configuration data

*Name|ServiceNow Export Serverity 4

active D

Task: WebHookExportincident
Template: {"records": [ { "source”:"$Source”, "event_class":"$Cla

Webhook URL: http://MyHost service-now.com/api/global/em/jsonv2

& Agent

Select the location where the Task should run.
[Run on Server]

Schedule

If active when and how often should the Task be executed?

@ Interval(Q) Cron

Start:
End

Interval 10 Minute(s)

o Specify a name for the task, e.g. ServiceNow Export Severity 4.

> Do not check the active button as the task will be triggered by an incident.
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o Copy the template that has been created in the template section.
o Copy the matching URL in the Webhook URL.

o As Agent use [Run On Server]. The task will be executed on the actual ESM Server which is
what we want.

o Because the task is triggered, the schedule part will not be used at all.
o Save the task by clicking on the hook button above the Task Configuration.

You should now see the saved task specified as “DEACTIVATED” below the WebHookExportincident
entry in the task list.

* OnDemandStop

®

* ProcessExecution

B @

* StatusMail

|
g * SnmpExportincident
[~

®

“ WebHooKkExportincident

®

@ ServiceNow Export Serverity 4

Repeat this step for tasks that use other severities, e.g. three more tasks for severities 1-3.
3. Trigger the task (forwarding to ServiceNow) once the incident is created

For forwarding the incident to the Service Management tool a task trigger must be defined. This is
done in the situation editor. For each incident to be forwarded this must be done in the corresponding
situation setup. As a simple example this is done with the CPU @ Server Agent situation here.

Select the configuration dashboard and switch to the Situation Groups on the left. Open the situation
editor by double clicking on the situation for which you want to add the trigger.

Configuration , @@ Situations Basic
e g » il

‘« BDDE @ Qv
]

@ 3 anstuations
i [ BASEos
Y D Basic

"? | "? Cpu @ Oracle19C_Agent
ﬁg |'@ Cpu @ Server_Agent

“? CpuUsagePerProcess @ CMoD105_Agent
"0 DiskFree @ CMoD105_Agent
A" O Diskspace @ CMoD105_Agent

"? FullTextSearchServerStatus @ CMoD105

The editor will open. Switch to page 3 (Automation) of the editor. Per default no entry is given there.
Click on the [+] to add a new setup.
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x < v coe

£ Automation

Trigger tasks automatically by occurrence of certain incidents.

Condition Maode Tasks
All of: First r'D i

Severity >  Critical
Situation == Cpu @ Server_Agent

x < v coe

£ Automation

Trigger tasks automatically by occurrence of certain incidents.

Condition Mode Tasks

All of: First ServiceNow Export Serverity 4

Severity == Critical O m
Situation == Cpu @ Server_Agent

Condition:

You should adjust the condition to your needs, but you should keep the entry situation == xyz at
this point. Otherwise the condition will match all situations and the task is trigged from each incident
that matches the condition.

Mode:
Select from the drop down between First or Always.

o First. will trigger the task only once — once the condition changes to a first match — so if the
incident is currently having this condition already, nothing will be triggered.

o Always: Each time the condition matches the currently created incident, the task will be triggered.
Tasks:
Select the task you want to trigger once the condition matches from the drop down.

Save the situation setup by clicking on the hook button above the Automation. Repeat this for all
incidents that must be forwarded. The integration is now complete.

WatsonAlOps

Integrating ESM in WatsonAlOps as an example using the WebHookExportincident Task.
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WatsonAlOps can be configured for incoming integrations from a wide range of cloud sources. For
detailed information, please read the 'Configuring incoming integrations' section in the 'Configuring event
management' chapter of the WatsonAlOps documentation. Follow the instructions to allow incoming
integrations.

The integration via Webhooks uses Netcool Operations Insight to forward incidents into WatsonAlOps.

Follow the instructions from the 'Webhook' section in the 'Configuring incoming integrations' chapter below
'Cloud and hybrid systems' of the 'Netcool Operations Insight' documentation.

NOTE In case webhooks are not a viable option in your area to forward incidents into
WatsonAlOps, then you can use emails as a custom event source instead.

For that, please follow the instructions below 'Creating custom event sources with email'
in the 'Other incoming integrations' section in the 'Configuring incoming integrations'
chapter. Then use the MailExportincident task of ESM described in this guide to
acomplish this task.
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IBM Enterprise Content Management System Monitor

© Copyright CENIT AG 2024, 2024, © Copyright IBM Corp. 2024, 2024 including this documentation and
all software.

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or
translated into any computer language, in any form or by any means, electronic, mechanical, magnetic,
optical, chemical, manual, or otherwise, without prior written permission of the copyright owners. The
copyright owners grant you limited permission to make hard copy or other reproductions of any machine-
readable documentation for your own use, provided that each such reproduction shall carry the original
copyright notice. No other rights under copyright are granted without prior written permission of the
copyright owners. The document is not intended for production and is furnished as is without warranty of
any kind. All warranties on this document are hereby disclaimed including the warranties of
merchantability and fitness for a particular purpose.

NOTE US Government Users Restricted Rights — Use, duplication or disclosure restricted by
GSA ADP Schedule Contract with IBM Corp.
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Appendix B: Notices

This information was developed for products and services offered in the U.S.A.

IBM® may not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently available in
your area. Any reference to an IBM product, program, or service is not intended to state or imply that only
that IBM product, program, or service may be used. Any functionally equivalent product, program, or
service that does not infringe any IBM intellectual property right may be used instead. However, it is the
user’s responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document.
The furnishing of this document does not grant you any license to these patents. You can send license
inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual Property
Department in your country or send inquiries, in writing, to:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan, Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

The following paragraph does not apply to the United Kingdom or any other country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION
PROVIDES THIS PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow
disclaimer of express or implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication. IBM
may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of
the materials for this IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.
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Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this one)
and (ii) the mutual use of the information which has been exchanged, should contact:

IBM Corporation

J46A/G4

555 Bailey Avenue

San Jose, CA 95141-1003
U.S.A.

Such information may be available, subject to appropriate terms and conditions, including in some cases,
payment of a fee.

The licensed program described in this document and all licensed material available for it are provided by
IBM under terms of the IBM Customer Agreement, IBM International Program License Agreement or any
equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment. Therefore, the
results obtained in other operating environments may vary significantly. Some measurements may have
been made on development-level systems and there is no guarantee that these measurements will be the
same on generally available systems. Furthermore, some measurements may have been estimated
through extrapolation. Actual results may vary. Users of this document should verify the applicable data for
their specific environment.

Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those
products.

All statements regarding IBM’s future direction or intent are subject to change or withdrawal without notice,
and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to the names and addresses used by an
actual business enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs
in any form without payment to IBM, for the purposes of developing, using, marketing or distributing
application programs conforming to the application programming interface for the operating platform for
which the sample programs are written. These examples have not been thoroughly tested under all
conditions. IBM, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs.
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Appendix C: Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of International Business
Machines Corporation in the United States, other countries, or both. If these and other IBM trademarked
terms are marked on their first occurrence in this information with a trademark symbol (® or ™), these
symbols indicate U.S. registered or common law trademarks owned by IBM at the time this information
was published. Such trademarks may also be registered or common law trademarks in other countries. A
current list of IBM trademarks is available on the Web at "Copyright and trademark information" at
www.ibm.com/legal/copytrade.shtml.

Java™ and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle
and/or its affiliates.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in the United States, other
countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Other company, product, and service names may be trademarks or service marks of others
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